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FERPA Basics: An Overview of the 
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FERPA 
• The Family Educational Rights and Privacy Act of 

1974 
• A.K.A. the Buckley Amendment 
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FERPA's Big Three 
• College students have the right, in general, to: 

– Control the disclosure of their "education records" to 
others 

– Inspect and review their own "education records" 
– Seek amendment of their "education records" 
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FERPA Basics: 
Key Definitions 
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So, What's an "Education Record"? 
• "[O]fficial records, files, and data directly related to 

[students], including all material that is incorporated into 
each student's cumulative record folder, and intended for 
school use or to be available to parties outside the school 
or school system, and specifically including, but not 
necessarily limited to, identifying data, academic work 
completed, level of achievement (grades, standardized 
achievement test scores), attendance data, scores on 
standardized intelligence, aptitude, and psychological 
tests, interest inventory results, health data, family 
background information, teacher or counselor ratings and 
observations, and verified reports of serious or recurrent 
behavior patterns." 
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So, What's an "Education Record"? 

behavior patterns." 

7 

• "[O]fficial records, files, and data directly related to 
[students], including all material that is incorporated into
each student's cumulative record folder, and intended for 
school use or to be available to parties outside the school 
or school system, and specifically including, but not 
necessarily limited to, identifying data, academic work 
completed, level of achievement (grades, standardized 
achievement test scores), attendance data, scores on 
standardized intelligence, aptitude, and psychological 
tests, interest inventory results, health data, family 
background information, teacher or counselor ratings and 
observations, and verified reports of serious or recurrent 

So, What's an "Education Record"? 
• "'Education records' . . . means those records  

that are:  
(1) Directly related to a student; and 
(2) Maintained by an educational agency or 

institution or by a party acting for the agency 
or institution" 
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So, What's an "Education Record"? 
• "'Education records' . . . means those records  

that are:  
(1) Directly related to a student; and 
(2) Maintained by an educational agency or 

institution or by a party acting for the agency 
or institution" 
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So, What's an "Education Record"? 
• "'Record' means any information recorded in any 

way, including, but not limited to, handwriting, 
print, computer media, video or audio tape, film, 
microfilm, and microfiche" 

• N.B.:   Does not include information that is not  
"recorded" – that is, personal knowledge  

10 

% 



So, What's an "Education Record"? 
• In general, a record is "directly related" to a 

student if it contains "personally identifiable 
information" about that student 

– Possible exception if student is truly tangential to the 
record 
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So, What's an "Education Record"? 
• "'Personally identifiable information' includes, but  

is not limited to"  
– The name of the student or of the student's parent or 

other family member 
– The address of the student or student's family 
– Personal identifiers such as SSNs, student numbers, 

or biometric records 
– Other indirect identifiers such as date or place of birth 

or mother's maiden name 
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So, What's an "Education Record"? 
– "Other information that, alone or in combination, is 

linked or linkable to a specific student that would allow 
a reasonable person in the school community, who 
does not have personal knowledge of the relevant 
circumstances, to identify the student with reasonable 
certainty" 
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So, What's an "Education Record"? 
– "Other information that, alone or in combination, is 

linked or linkable to a specific student that would allow 
a reasonable person in the school community, who 
does not have personal knowledge of the relevant 
circumstances, to identify the student with reasonable 
certainty" 

14 

' 



!()#)"(!$  

So, What's an "Education Record"? 
• "Maintain" is not defined! 
• Owasso Independent School District v. Falvo,  

534 U.S. 426 (2002):  
– "FERPA implies that education records are institutional 

records kept by a single central custodian, such as a 
registrar." 

– "The ordinary meaning of the word 'maintain' is 'to 
keep in existence or continuance; preserve; retain.'" 

• Requires conscious decision on the part of the  
institution?  

15 

We Don't Need No "Education" 
• "Education records" certainly includes transcripts, 

exams, papers, and the like 
• But it also includes: 

– Financial aid and account records 
– Disability accommodation records 
– Disciplinary records 
– Photographs 
– Faculty and staff e-mail messages to, from, or about a 

student 
– Virtually everything! 
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What are not "education records?" 
• Sole possession records 
• Law enforcement records 
• Certain employment records 
• Treatment records 
• Alumni records 
• Peer graded papers 

17 

What are not "education records?" 
Sole Possession Records 
•  Records that are kept in the sole possession of the  

maker;  
•  Used only as a personal memory aid; and 
•  Not accessible or revealed to any other person except a  

temporary substitute for the maker of the record.  

Example: A teacher's personal annotated seating  
chart.  
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What are not "education records?" 
Records of the law enforcement unit of the  
institution:  
•  The law enforcement unit must be commissioned police  

or non-commissioned guards who enforce the law or  
maintain security;  

•  The law enforcement unit may also perform non-law  
enforcement functions such as investigations of student  
misconduct;  
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What are not "education records?" 
Records of the law enforcement unit of the  
institution (continued):  
•  Records must be created by the law enforcement unit at  

least in part for a law enforcement purpose; and  
•  Must be maintained by the law enforcement unit. 
•  Does not include copies of law enforcement records  

maintained by another part of the institution; or  
•  Records of a law enforcement unit created for a non-law  

enforcement purpose.  
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What are not "education records?" 
Employment Records 
•  Records related solely to an employee who also  

happens to be a student, so long as the employee is not  
employed because of their status as a student.  

•  Conversely, the employment records of employees who  
are employed as a result of their student status, e.g.,  
work study, teaching assistants, graduate assistants,  
etc., are education records and subject to FERPA.  
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What are not "education records?" 
Treatment Records 
•  Records "made or maintained by a physician,  

psychiatrist, psychologist, or other recognized  
professional or paraprofessional acting in his or her  
professional capacity or assisting in a paraprofessional  
capacity";  

•  Made, maintained, or used only in connection with  
treatment of the student and disclosed only to those  
providing treatment.  
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What are not "education records?" 
Treatment Records (continued) 
•  The Health Insurance Portability and Accountability Act 

(HIPAA) excepts from its coverage education records 
subject to FERPA as well as treatment records subject to 
this exception. 

•  The student’s access to such treatment records is  
therefore subject to your state's law regarding medical  
records.  
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What are not "education records?" 
Alumni Records 
•  "Records created or received by an educational agency  

or institution after an individual is no longer a student in  
attendance and  

•  that are not directly related to the individual's attendance 
as a student." 

•  Records that are created after a student is no longer in  
attendance but relate to the student's attendance are  
subject to FERPA, e.g., a post-graduation academic  
misconduct proceeding.  
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What are not "education records?" 

25 

Peer graded papers 
• Owasso Independent School District v. Falvo, 534 U.S. 

426 (2002) 
• The Supreme Court decided that peer graded 

assignments were not "maintained" by the institution at 
that point and that the students doing the grading were 
not "acting for" the institution. 

FERPA Basics: 
Permitted Disclosures 
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Disclosure  
• Before disclosing education records – or 

information from education records – an 
institution must obtain a signed and dated written 
consent from all relevant students, specifying: 

– The records that may be disclosed 
– The purpose for which they may be disclosed 
– The persons or classes to whom they may be  

disclosed  

27 

Disclosure Without Student Consent 
The relevant regulation, 34 CFR 99.31, lists sixteen 
instances in which FERPA-protected student information 
may be disclosed without consent. We will address in detail 
some of the more common ones today. 
• Directory information 
• School officials with a legitimate educational interest 
• Parents 
• Threat to health or safety 
• Litigation 
• Audits and evaluation 
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Disclosure Without Student Consent 
"Directory Information" is information that would not 
generally be considered harmful or a violation of privacy if 
disclosed. Within certain parameters, it is defined by the 
institution and so can vary among institutions. For example, 
photos may be defined as directory information, but an 
institution is not required to define photos as such.  
•  The institution must provide the definition of directory  

information in its annual notice to students.  
•  Students must be allowed to "opt out" of disclosure of  

directory information.  
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Disclosure Without Student Consent 
"Directory Information" may include but is not limited to: 
•  name, address, telephone listing, email address,  

photograph, date and place of birth, major, grade level,  
enrollment status, dates of attendance, participation in  
sports and weight and height of team members,  
degrees, honors and awards received, most recent  
institution attended, and other similar information.  

•  As you would expect, certain things, like social security  
numbers, may never be included in the definition.  
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Disclosure Without Student Consent 
School Officials 
•  Disclosure of personally identifiable information ("PII") may be 

made to "other school officials, including teachers" when they 
have a "legitimate educational interest". 

•  A school official has a "legitimate educational interest" if they 
need the information to fulfill their professional responsibilities 
for the institution. 

- this includes both academic duties and non-
academic business duties 

•  Again, notice must be given to students in the institution's  
policy and annual FERPA notice that such disclosures will be  
made.  
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Disclosure Without Student Consent 
School officials (continued)  
Vendors, contractors and other outside entities may be  
considered school officials with a legitimate educational  
interest.  
•  Must be performing a function the institution would  

otherwise have to perform itself  
•  Must be under the control of the institution with regard to  

use of the information  
•  Cannot redisclose the information to anyone without the  

student's permission  
•  May use the information only for the purpose for which it  

was disclosed  
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Disclosure Without Student Consent 
Parents 
Parents may have their student's PII disclosed to them: 
•  If the student is their dependent for federal income tax  

purposes;  
•  If the student is under 21 at the time of disclosure and 

the institution has found that the student violated either a 
law or institutional policy governing the use of 
possession of alcohol or controlled substances in a 
disciplinary proceeding; or 

•  In a health or safety emergency 
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Disclosure Without Student Consent 
Threat to Health or Safety 
•  PII may be disclosed to "appropriate parties, including  

parents...in connection with an emergency if knowledge  
of the information is necessary to protect the health or  
safety of the student or other individuals."  

•  Must be an articulable and significant threat. 
•  May disclose only to those whose knowledge of the 

information is necessary to protect the health or safety of 
the student or others. 

•  Must have a "rational basis" for the disclosure based on  
the information available at the time of the disclosure.  
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Disclosure Without Student Consent 
Litigation 
•  A student's PII may be disclosed to a court without a  

subpoena or court order when a student has initiated "legal  
action" and the disclosure is relevant to the institution's  
defense.  

•  An institution who is a non-party to litigation may provide PII  
pursuant to a judicial order or lawfully issued subpoena after  
making a reasonable effort to notify the student in advance of  
production so that the student may seek protective action.  

- unless the subpoena or order is for a law        
enforcement purpose and its existence has been ordered 
not to be disclosed. 
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Disclosure Without Student Consent 
Audits and Evaluations of Federal or State Supported  
Programs  
•  Student PII may be disclosed to State Educational Authorities  

(SEAs) or Local Educational Authorities (LEAs) or their  
"authorized representatives" to perform audits or evaluations  
of federal or state supported programs.  

•  An authorized representative is any individual or entity 
designated by the SEA or LEA and with whom there is a 
written agreement that specifies what PII will be disclosed and 
how it will be used, a description of the authorized  
representative's activities sufficient to make clear it is an audit 
or evaluation, procedures to protect the PII, and a record 
destruction requirement and schedule. 
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Disclosure Without Student Consent 
Other Permissible Non-consensual Disclosures of PII 
•  To another institution "where the student seeks or intends to  

enroll";  
•  To the student him or herself; 
•  Disclosure of final results of a disciplinary hearing in which a  

student was found to have committed acts that would  
constitute a crime of violence or non-forcible sex offense;  

•  Disclosure to the alleged victim of the final results of a  
disciplinary hearing in which a student was alleged to have  
committed acts that would constitute a crime of violence or  
non-forcible sex offense;  

•  Disclosures in connection with the student's financial aid; 
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Disclosure Without Student Consent 
Other Permissible Non-consensual Disclosures of PII  
(continued)  
•  To accrediting organizations; 
•  To organizations conducting studies for or on behalf of  

institutions to develop, validate or administer predictive  
tests, administer student aid programs or improve  
instruction;  

•  The disclosure concerns registered sex offenders and  
consists of information provided to the institution  
pursuant to law.  
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Practical Tips  
• Posting grades 

– Only by anonymous number in non-alphabetical order 
– Better yet, by authenticated web portal 

• Returning exams and papers 
– No self-serve pick-up 

• Talking to parents 
– Check student status first 
– Confirm they really are the parents 
– And remember that you don't have to at all . . . . 
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Practical Tips  
• Be careful what you write down about your 

students 
– Or at least be careful about sharing it 
– "Three may keep a secret, if two of them are dead." 

• Be careful how you dispose of it 
• Be particularly careful with e-mail, other 

electronic communications, and digital storage 
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FERPA Basics: 
Inspection and Review 
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Inspect and Review 
• Must allow students to "inspect and review" their own 

education records within 45 days of request 
• Need not provide copies unless "circumstances 

effectively prevent the . . . student from exercising 
the right to inspect and review" 

• The only exceptions are financial aid records of 
parents and confidential letters of recommendation to 
which the student has waived access 

• If record relates to more than one student, must 
redact portions relating to other students 
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FERPA Basics: Amendment 
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Requesting Amendment 
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If a student believes the information in her records is 
inaccurate, misleading, or in violation of the student's rights 
of privacy, she may request amendment. 
• The institution must decide to amend or not within a 

"reasonable time." 
• If the institution decides not to amend, it must inform the 

student of the decision and the right to a hearing to 
appeal the decision not to amend. 
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Amendment Hearing Results  
•  If after a hearing the institution decides that the 

information was inaccurate, misleading, or in violation of 
the student's rights of privacy, it shall amend the record 
and notify the student. 

•  If the institution decides the record was accurate, it shall 
notify the student and give the student the right to place 
a statement in the record stating why she disagrees with 
the information in the record. 

•  Such statement must remain with the record and be 
disclosed whenever the contested part of the record is 
disclosed. 
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Conduct of the Amendment Hearing 
The amendment hearing must meet the following minimum  
requirements:  
•  The hearing must be held within a "reasonable time" after the  

request for a hearing;  
•  The institution must provide the student with notice of the  

date, time, and place, reasonably in advance of the hearing;  
•  The hearing must be conducted by an individual who does not 

have a direct interest in the outcome; 
•  The hearing must give the student a full and fair opportunity to 

present evidence relevant to the issues raised by the student; 
•  The hearing must be decided solely on the evidence  

presented, and must include a summary of the evidence and  
the reasons in the decision.  
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FERPA Basics: Enforcement 
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Enforcement 
• No private right of action 
• FPCO may terminate an institution's education-

related federal funding, or take "any [other] 
legally available enforcement action," if, but only 
if: 

– The institution violates FERPA, and 
– The violation represents a "policy or practice," and 
– "[C]ompliance cannot be secured by voluntary means" 

within a reasonable period of time 
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Questions and Answers  

Applied FERPA: Teaching and 
Working in the Cloud 
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U-Tube?  
• May schools: 

– Outsource e-mail? 
– Use cloud-based service providers to process or store 

education records? 
• May faculty require: 

– Participation on listservs? 
– Blog posts? 
– Use of online portfolios? 
– Creation and posting of videos? 
– Use of other social media? 

51 

First Things First  
• FERPA applies to educational institutions and their 

agents, not to students and not to external social 
media and other services 

– Including (most) MOOCs 
– At least as far as FERPA is concerned, students are free to 

post whatever they want wherever they want whenever they 
want 

• Schools/faculty may post directory information
anywhere they want (for non-opt-outs) 

• Schools/faculty may outsource services and provide 
education records to cloud providers that agree to act 
as "school officials" 
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http://ptac.ed.gov/document/protecting-student-privacy-while-using-online-educational-services 
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FPCO Guidance 
• "[T]he framework under which the school or district 

uses the service must satisfy the 'direct control' 
requirement by restricting the provider from using the 
PII for unauthorized purposes. . . .  If the school or 
district has shared information under FERPA's school 
official exception, . . . the provider cannot use the 
FERPA-protected information for any other purpose 
than the purpose for which it was disclosed. . . .  
[T]he provider may not share (or sell) FERPA-
protected information, or re-use it for any other 
purpose, except as directed by the school or district 
and as permitted by FERPA." 
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FPCO Guidance  
• "A provider that has been granted access to PII 

from education records under the school official 
exception may use any metadata that are not 
linked to FERPA-protected information for other 
purposes, unless otherwise prohibited by the 
terms of their agreement with the school or 
district." 

– Is there anything that isn't really linked? 
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Hmm?  
• Faculty probably may require students to use 

independent, external social media and other 
services 

– Including (most) MOOCs 
• But may they require students to use internal 

social media, and/or may they post student work 
themselves to either internal or external social 
media? 
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Steve McDonald's "Implied Pedagogical  
Exception" Theory™  

• FPCO:   "Neither the statute, the legislative 
history, nor the FERPA regulations require 
institutions to depart from established practices 
regarding the placement or disclosure of student 
theses so long as students have been advised in 
advance that a particular undergraduate or 
graduate thesis will be made publicly available as 
part of the curriculum requirements." 
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Steve McDonald's "Implied Pedagogical 
Exception" Theory™ 

• FPCO:   "The final regulations . . . ensure that . . . 
students [may] not use the right to opt out of 
directory information disclosures to remain 
anonymous in the classroom, by clarifying that 
opting out does not prevent disclosure of the 
student's name, institutional e-mail address, or 
electronic identifier in the student's physical or 
electronic classroom." 
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Steve McDonald's "Implied Pedagogical 
Exception" Theory™ 

• Owasso: "We doubt Congress meant to 
intervene in this drastic fashion with traditional 
state functions.  Under the Court of Appeals' 
interpretation of FERPA, the federal power would 
exercise minute control over specific teaching 
methods and instructional dynamics in 
classrooms throughout the country. The 
Congress is not likely to have mandated this 
result, and we do not interpret the statute to 
require it." 
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Can v. May v. Should  
• What is the pedagogical reason for requiring the 

posting to be public? 
• If there is one, is it really important that the 

posting be attributed? 
• What are the implications for the student's 

privacy? 
• What are the implications for the student's 

intellectual property? 
• Who's reading the contracts and terms of 

service? 
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Applied FERPA: Campus Safety 
and Discipline 
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FERPA and the Clery Act  
Crime reporting obligations under Clery 
•  Campus law enforcement officers, non-law enforcement 

campus security officers (security guards) and local law 
enforcement officers will normally collect full details of 
crimes, including PII. 

•  However, in reporting to the institution for Clery reporting 
purposes, campus security officers do not have to report 
PII, although they may do so in order for the institution 
to pursue disciplinary charges against alleged 
perpetrators separate from the criminal process. 

•  Campus security officers need to use PII in issuing a 
timely warning. 
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FERPA and the Clery Act  
Crime reporting obligations under Clery (continued) 
•  Other mandatory reporting CSAs, such as resident 

assistants and student judicial services personnel, are 
not required by the Clery Act to disclose PII. Once 
student PII related to a Clery report is disclosed to 
institutional officials, it becomes FERPA protected. 

•  The Clery mandated annual security report does not 
require PII be disclosed.  Rather, it requires institutions 
to provide statistics for certain specified crimes that 
occurred on campus or on contiguous property. 
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FERPA and the Clery Act  
Results of Disciplinary Proceedings 
•  Clery mandates that institutions have procedures in 

place for simultaneously notifying the accuser and 
accused of the outcome of disciplinary proceedings. 

•  FERPA expressly allows disclosure to the alleged victim 
of the final results of a disciplinary hearing in which a 
student was alleged to have committed acts that would 
constitute a crime of violence or non-forcible sex offense 
without consent. 
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FERPA and the Clery Act  
Results of Disciplinary Proceedings (continued) 
•  Final results are the name of the accused, the findings, 

the sanction, and the rationale for the findings and 
sanction. 
–  Any other student names may only be included with the consent 

of that student 
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FERPA and the Clery Act  
Timely Warnings and FERPA 
•  The Clery Act mandates that institutions must provide 

the campus community with a timely warning about a 
reported crime that the institution believes represents a 
continued threat to students and employees. 
–  e.g., a sexual assault where the assailant is unknown and not 

apprehended 
•  In some instances, for example when an identified 

student is an alleged perpetrator of a crime of violence 
and remains at large, a timely warning may need to 
include PII.  In these instances, FERPA's health and 
safety exception will allow the disclosure. 
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FERPA and Title IX  
In Case of Conflict, Title IX Trumps FERPA 
•  The General Education Provisions Act (GEPA), of which 

FERPA is a part, states that nothing in GEPA "shall be 
construed to affect the applicability of ...Title IX of 
Education Amendments of 1972..." 20 U.S.C. § 1221(d). 

•  The Department of Education interprets this provision to 
mean that FERPA continues to apply in the context of 
Title IX enforcement, but if there is a direct conflict 
between the requirements of FERPA and the 
requirements of Title IX, the requirements of Title IX 
override any conflicting FERPA provisions. 
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FERPA and Title IX  
Notice of Outcome 
•  When sexual violence is found to have occurred, Title IX 

requires - among other things - a school to tell the 
complainant any sanctions imposed on the perpetrator 
that directly relate to the complainant. 

•  This includes, but is not limited to: 
–  requiring that the perpetrator stay away from the complainant 

until both parties graduate 
–  prohibiting the perpetrator from attending school for a period of 

time 
–  transferring the perpetrator to another residence hall, other 

classes, or another school 
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FERPA and Title IX  
Notice of Outcome (continued) 
•  This falls within FERPA's exception for disclosure to the 

alleged victim of the final results of a disciplinary hearing 
in which a student was alleged to have committed acts 
that would constitute a crime of violence or non-forcible 
sex offense without consent. 
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FERPA, Title IX, and Disciplinary  
Proceedings  
Disclosures during a Title IX disciplinary proceeding 
must be consistent with FERPA 
•  If a complainant requests confidentiality or that an 

investigation not move forward, an alleged perpetrator 
will still have a right to inspect those portions of the 
complaint that directly relate to him or her. 
– Identifying information of other students must be redacted. 
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FERPA, Title IX, and Disciplinary 
Proceedings 
Disclosures during a Title IX disciplinary proceeding 
must be consistent with FERPA (continued) 
•  Pursuant to Title IX, both the complainant and 

respondent must have similar access to information that 
will be used at a hearing, so long as it is relevant to 
proving or defending against the allegation and so long 
as access is provided as consistent with FERPA as 
possible. 
–  e.g., "character evidence" derived from information contained in 

education records should not be shared with the other party 
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FERPA and Other Disciplinary 
Proceedings Issues 
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Public Universities and Constitutional Due Process 
• When a student at a public university faces a disciplinary 

proceeding that implicates a property interest, such as 
when expulsion is a possible sanction, the student's right 
to due process may conflict with the institution's FERPA 
obligations. 

• In such a case of direct conflict, the due process 
constitutional principle controls. 
– e.g., a respondent likely has a right to know the identity of all 

possible witnesses, not just those that will be called at the 
hearing 

Applied FERPA: Public Records 
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FERPA and Open Records Laws 

75 

• FERPA is not a mandatory disclosure law 
• Most exceptions to FERPA's general mandate that 

disclosures require consent are permissive. 
– e.g., an institution may disclose information without consent to a 

parent of a student who is a dependent for federal tax purposes, 
but is not required to do so 

• However, broad state open records laws may render 
disclosure of records mandatory once the records are no 
longer confidential under FERPA. 

• Contrary view: FERPA trumps the state open records law 
and gives the institution the discretion to disclose or not 
when an exception applies. 

Questions and Answers  
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The NACUA FERPA resource page is located at: 

http://www.nacua.org/lrs/NACUA_Resources_Page/ 
FERPAResources.asp 

The Higher Education Compliance Alliance Privacy/Student  
Records resource page is located at:  

http://www.higheredcompliance.org/resources/  
privacy-student-records.html  

#+ 



THE FUNDAMENTALS OF FUNDAMENTAL FERPA 

June 22, 2014 

Steven J. McDonald 
General Counsel  

Rhode Island School of Design  

I. BACKGROUND AND BASICS  
Enacted as a seemingly inconsequential floor amendment having little to do with 

higher education, the Family Educational Rights and Privacy Act of 1974, 20 U.S.C. 
§ 1232g, popularly known as “FERPA” or the “Buckley Amendment,” nevertheless 
quickly became one of the mainstays of college and university law practice.  And 
although it still tends to inhabit only the remotest fringes of our consciousness most of 
the time, it is fair to say that FERPA is relevant to virtually everything we do on our 
campuses.  Thus, it is appropriate to “refresh” our understanding of its requirements 
every once in a while, and there is no time like the present. 

Congress enacted FERPA in response to a growing public awareness of and 
concern about the public dissemination by primary and secondary schools of information 
commonly considered private in nature, the withholding of “secret files” on students, and 
recordkeeping practices in general. Much like other “records” statutes of that era, it 
reflected a desire to give a measure of control to the subjects of government records – in 
this case, “education records.” In very general terms, then, FERPA gives college 
students the rights to: 

1. Control the disclosure of their “education records” to others; 

2. Inspect and review their own “education records;” and 

3. Seek amendment of their “education records.” 

Unlike at the primary and secondary level, these rights belong to the student, and not to 
the student’s parents or legal guardians, regardless of the student’s age. Moreover, the 
rights continue to exist after the student’s graduation and expire only upon either the 
destruction of the relevant records or the student’s death. 

II. KEY DEFINITIONS 
All of FERPA revolves around the central term “education records,”1 which is 

defined in the implementing regulations as follows: 

“Education records” . . . means those records that are: 

(1) Directly related to a student; and 

1 The commonly used variant “educational records” is both incorrect – it does not exist in the statute or regulations – 
and misleading.  While records that are “educational” in nature, such as student papers, exams, and transcripts, 
certainly are covered by FERPA, so are a multitude of records that have nothing whatever to do with “academics.”  
Banish the term from your vocabulary. 
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(2)  Maintained by an educational agency or institution or by a party 
acting for the agency or institution. 

34 C.F.R. § 99.3 (emphasis added). 

To fully understand that definition requires an understanding of the further 
definitions of each of the underlined terms, and a few more: 

“Educational institution”: “any public or private . . . institution” that receives 
funds “under any program administered by the Secretary [of Education],” most 
notably including the various federal financial aid programs.  34 C.F.R. §§ 99.1 
and 99.3. In other words, pretty much every institution of higher education. 

“Record”: “any information recorded in any way, including, but not limited to, 
handwriting, print, computer media, video or audio tape, film, microfilm, and 
microfiche.”  34 C.F.R. § 99.3. Thus, the manner or form in which information is 
recorded is irrelevant; not only paper records, but also electronic records, 
photographs, videotapes, and even hand-carved stone tablets are covered. Note, 
however, that information that is not recorded anywhere other than in your brain – 
that is, personal knowledge – is not a “record,” and thus not an “education 
record,” and thus not subject to FERPA. (Be careful when dealing with 
information that is both within your personal knowledge and recorded in some 
other format, however, as it will not always be clear which you are relying on.) 

“Student”: “any individual who is or has been in attendance at an educational 
. . . institution.” 34 C.F.R. § 99.3. The term does not include applicants, who 
thus are not protected by FERPA unless and until they are admitted and “attend,” 
thereby becoming “students.”  If they do, FERPA not only applies to their records 
going forward, but also “reaches back” and brings their application records within 
its scope. 

“Attendance”: “includes, but is not limited to . . . [a]ttendance in person or by 
paper correspondence, videoconference, satellite, Internet, or other electronic 
information and telecommunications technologies for students who are not 
physically present in the classroom.”  34 C.F.R. § 99.3. Each institution has 
discretion to define when, between admission and the first day of classes, a 
student is first considered to be “in attendance.” 

“Directly related”: The term is not defined in either the statute or the 
regulations, but, under long-standing interpretation of the Family Policy 
Compliance Office, the office within the Department of Education charged with 
overseeing FERPA, a record generally is considered to be “directly related” to a 
student if it contains “personally identifiable information” about that student. 

“Personally identifiable information”: “includes, but is not limited to:  

(a) The student’s name;  

(b) The name of the student’s parent or other family members;  
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(c) The address of the student or student’s family;  

(d) A personal identifier, such as the student’s social security number, 
student number, or biometric record;  

(e) Other indirect identifiers, such as the student’s date of birth, place of 
birth, or mother’s maiden name;  

(f) Other information that, alone or in combination, is linked or linkable to 
a specific student that would allow a reasonable person in the school 
community, who does not have personal knowledge of the relevant 
circumstances, to identify the student; or 

(g) Information requested by a person who the educational . . . institution 
reasonably believes knows the identity of the student to whom the 
education record relates.” 

34 C.F.R. § 99.3. 

“Maintained”: Although this term may be the most critical of all – especially 
when it comes to determining the status of, say, student e-mail messages that are 
stored in the student’s account on an institutional server – it is not defined in 
either the statute or the regulations. In Owasso Independent School District v. 
Falvo, 534 U.S. 426, 435 (2002), the Supreme Court noted – tantalizingly – that 
“FERPA implies that education records are institutional records kept by a single 
central custodian, such as a registrar,” but ultimately declined to define 
“maintain” that narrowly, or, really, to give much of any guidance on the question 
at all. Thus, for now, it is unclear whether a record is “maintained” by an 
educational institution whenever it is in the possession, custody, or control of any 
employee or agent of the institution, or, rather, only when an employee or agent 
of the institution has made a conscious decision to “maintain” the record for the 
institution’s own purposes. I personally believe that the answer is, and should be, 
the latter, but there is no clear authority to that effect. 

In short, given the vast breadth of its various components, the term “education 
records” includes not only such standard “academic” records as student transcripts, 
papers, and exams, but also virtually any information about a student in any record that is 
“maintained” by the institution.  The only such records that are specifically excluded 
from the scope of the term, and that therefore are not subject to the (full panoply of) 
restrictions of FERPA, are the following: 

“Sole possession” records: “Records that are kept in the sole possession of the 
maker, are used only as a personal memory aid, and are not accessible or revealed 
to any other person except a temporary substitute for the maker of the record.”  
34 C.F.R. § 99.3. For example, the private notes a professor may keep about class 
participation over the course of a semester, for consultation when it comes time to 
set final grades. 
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“Law enforcement” records: those records that are “(i) created by [the 
institution’s] law enforcement unit [including non-commissioned public safety or 
security offices]; (ii) created [at least in part] for a law enforcement purpose; and 
(iii) maintained by the law enforcement unit.”  34 C.F.R. §§ 99.3 and 99.8 
(emphasis added).  Records that are generated by others and sent to the law 
enforcement unit – say disciplinary records from the institution’s judicial affairs 
office – are not “law enforcement” records and remain covered by FERPA even 
when in the law enforcement unit’s hands.  If the law enforcement unit discloses 
law enforcement records to others – which it is free to do, because they are not 
subject to FERPA – metaphysical things begin to happen:  The law enforcement 
unit’s copies of those records remain free from FERPA restrictions, as do any 
copies that it discloses to the general public, but any copies that end up in the 
hands of other institutional employees or agents become transformed into 
“education records” subject to the full panoply of FERPA restrictions. 

“Employment” records: records related solely to the employment of a “student” 
by the institution, provided that the student is not “employed as a result of his or 
her status as a student.” 34 C.F.R. § 99.3. In other words, if being a student is 
part of the job description and requirements – a work-study or GTA/GRA 
position, for example – any employment records concerning the student who 
holds the position are “education records” and thus subject to FERPA. This 
exclusion was intended primarily to keep the employment records of institutional 
employees who happen to take classes from becoming “education records.”  
Records pertaining to such employees’ student status are “education records,” 
however. 

“Treatment” records: records that are “(i) made or maintained by a physician, 
psychiatrist, psychologist, or other recognized professional or paraprofessional 
acting in his or her professional capacity or assisting in a paraprofessional 
capacity; (ii) made, maintained, or used only in connection with treatment of the 
student; and (iii) disclosed only to individuals providing the treatment.”  
34 C.F.R. § 99.3. Although such records are not subject to FERPA, the final part 
of this definition nevertheless effectively prohibits an institution from disclosing 
them other than in accordance with FERPA – a seeming paradox that is the entire 
basis for the general exclusion of student medical records from the privacy 
provisions of HIPAA. (In effect, such records really are exempt only from the 
“inspect and review” part of FERPA. That issue is deferred to state law on 
patients’ right of access to their medical records.) 

“Alumni” records: “Records created or received by an educational . . . 
institution after an individual is no longer a student in attendance and that are not 
directly related to the individual’s attendance as a student.” 34 C.F.R. § 99.3. 
This exception is intended primarily to cover the sorts of records generated by an 
institution’s alumni office post-graduation.  Note, however, that the time a record 
is created is not determinative; if the information recorded “relates back” to the 
student’s time at the institution, it is still an “education record” even though it was 
generated after its subject was no longer a “student.” 
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“Peer grades”: “Grades on peer-graded papers before they are collected and 
recorded by a teacher.” 34 C.F.R. § 99.3. 

III.  DISCLOSURE 
A.  WITH CONSENT 

In general, an institution may not disclose “education records” – or 
information from “education records” – to anyone other than the relevant student 
unless it first has obtained a signed and dated written consent from the relevant 
student (or all relevant students, if the records are “directly related” to more than 
one), specifying the records that may be disclosed, the purpose for which they 
may be disclosed, and the persons or classes of persons to whom they may be 
disclosed. 34 C.F.R. § 99.30(a) and (b). The requisite consent and signature may 
be obtained electronically if the method used “identifies and authenticates a 
particular person as the source of the electronic consent” and “indicates such 
person’s approval of the information contained in the electronic consent.”  
34 C.F.R. § 99.30(d). An institution that receives a valid consent is not required 
to disclose the relevant records; the consent gives the institution the discretion to 
do so, but does not require the institution to do so. 

B.  WITHOUT CONSENT 
In general, an institution may disclose “education records” without such 

consent only if it first redacts all “personally identifiable information” from the 
records, 34 C.F.R. § 99.31(b), or one of the 16 exceptions enumerated in the 
regulations applies. Those exceptions are as follows: 

1.  The disclosure is of “directory information,” meaning 
“information . . . that would not generally be considered harmful or 
an invasion of privacy if disclosed,” including, but not limited to, 
“the student’s name; address; telephone listing; electronic mail 
address; photograph; date and place of birth; major field of study; 
grade level; enrollment status (e.g., undergraduate or graduate, 
full-time or part-time); dates of attendance; participation in 
officially recognized activities and sports; weight and height of 
members of athletic teams; degrees, honors and awards received; 
and the most recent educational agency or institution attended.”  
34 C.F.R. §§ 99.31(a)(11) and 99.3. Social Security Numbers may 
not be treated as “directory information,” but other student ID 
numbers and user IDs may be treated as “directory information” as 
long as they cannot be used to gain access to education records 
without further authentication. 34 C.F.R. § 99.3. To take 
advantage of this exception, an institution must first give its 
students notice of the information it has designated as “directory 
information” – which need not be the full list authorized by the 
regulations – and an opportunity to “opt out.” 34 C.F.R. § 99.37. 

An institution need not provide annual notice of its definitions to 
alumni, but it “must continue to honor any valid request to opt out 
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of the disclosure of directory information made while a student 
was in attendance unless the student rescinds the opt out request.” 
34 C.F.R. § 99.37(b). 

A student may not use the opt-out right “to prevent an . . . 
institution from disclosing or requiring [the] student to disclose the 
student’s name, identifier, or institutional e-mail address in a class 
in which the student is enrolled” or from requiring the student “to 
wear, to display publicly, or to disclose a student ID card or badge 
that exhibits information” that the institution has properly 
designated as directory information.  34 C.F.R. § 99.37(c). 

An institution may not disclose or confirm directory information 
about a student if it uses non-directory information (including 
SSNs) to identify either the student or the records from which the 
directory information is determined.  34 C.F.R. § 99.37(d). 

2.  The disclosure is to “school officials . . . whom the . . . institution 
has determined to have legitimate educational interests.” 
34 C.F.R. § 99.31(a)(1). To take advantage of this exception, the 
institution must give annual notice of its criteria for determining 
who is a “school official” and what is a “legitimate educational 
interest.” 34 C.F.R. § 99.7(a)(3)(iii). Both definitions can be quite 
broad. In its model notice, the Family Policy Compliance Office 
suggests the following language: 

A school official is a person employed by the [School] in 
an administrative, supervisory, academic, research, or 
support staff position (including law enforcement unit 
personnel and health staff); a person serving on the board 
of trustees; or a student serving on an official committee, 
such as a disciplinary or grievance committee.  A school 
official also may include a volunteer or contractor outside 
of the [School] who performs an institutional service of 
function for which the school would otherwise use its own 
employees and who is under the direct control of the school 
with respect to the use and maintenance of PII from 
education records, such as an attorney, auditor, or 
collection agent or a student volunteering to assist another 
school official in performing his or her tasks.   

A school official has a legitimate educational interest if the 
official needs to review an education record in order to 
fulfill his or her professional responsibilities for the 
[School]. 

Note that it is the institution, and not the individuals who may wish 
access, who make these determinations; an institution is free to 
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deny access to a “school official” who does have a “legitimate 
educational interest,” if the institution determines that there are 
countervailing policy reasons to do so. Note also that the 
institution “must use reasonable methods [physical, technological, 
and/or administrative] to ensure that school officials obtain access 
to only those education records in which they have legitimate 
educational interests.” 34 C.F.R. § 99.31(a)(1)(ii). 

As noted in the model annual notice, “school officials” may 
include a “contractor, consultant, volunteer, or other party to 
whom an . . . institution has outsourced institutional services or 
functions,” as long as those services or functions are ones “for 
which the . . . institution would otherwise use employees,” the 
outside party is “under the direct control of the . . . institution with 
respect to the use and maintenance of education records,” and the 
outside party is subject to the same limitations as the institution on 
“the use and redisclosure of personally identifiable information 
from education records.”  34 C.F.R. § 99.31(a)(1)(i)(B). A written 
contract is not required, but is advisable. 

3.  The disclosure is to another educational institution “where the 
student seeks or intends to enroll, or where the student is already 
enrolled so long as the disclosure is for purposes related to the 
student’s enrollment or transfer.”  34 C.F.R. § 99.31(a)(2). To take 
advantage of this exception, sometimes referred to as the “transfer 
exception,” the disclosing institution must first give notice that it 
intends to respond to requests from other institutions for such 
information, either by making a “reasonable attempt” to notify the 
relevant students individually or – preferably – by informing all 
students generally in its annual notice. 34 C.F.R. § 99.34. Any 
prior school may disclose to the current or anticipated school under 
this exception, but the current or anticipated school may not use 
this exception to report back to prior schools. 

4.  The disclosure is to the student him- or herself.  34 C.F.R. 
§ 99.31(a)(12). 

5.  The disclosure is to parents of a student who is considered their 
“dependent” for federal tax purposes. 34 C.F.R. § 99.31(a)(8). 
To establish the parents’ eligibility to receive such a disclosure, the 
institution must obtain either a copy of the parents’ most recent tax 
return (at least the first page, on which dependents are listed, but 
the financial portions of which the parents may redact) or an 
acknowledgment from the student that the student is, in fact, their 
dependent; the institution may not presume dependency.  Note that 
because it is tied to the federal tax system, this exception generally 
is not available with respect to international students, whose 
parents generally do not file U.S. tax returns. 
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6.  The disclosure is made “in connection with a health or safety 
emergency,” is made only to “appropriate parties,” and is limited 
to information that “is necessary to protect the health or safety of 
the student or other individuals.” 34 C.F.R. §§ 99.31(a)(10) and 
99.36. The institution has considerable discretion to determine for 
itself what situations constitute “emergencies,” what parties are 
“appropriate,” and what information is “necessary”:  “If, based on 
the information available at the time of the [institution’s] 
determination, there is a rational basis for the determination, the 
Department will not substitute its judgment for that of the . . . 
institution.” 34 C.F.R. § 99.36(c). 

7.  The disclosure is made to “comply with a judicial order or 
lawfully issued subpoena.” 34 C.F.R. § 99.31(a)(9)(i). Before 
complying, the institution (or an outside contractor acting on its 
behalf pursuant to the “school official” exception) must in most 
cases first make a “reasonable effort to notify the . . . student of the 
order or subpoena in advance of compliance, so that the . . . student 
may seek protective action.”  34 C.F.R. § 99.31(a)(9)(ii). The 
institution need not – and generally may not – give such advance 
notice in the case of grand jury or other law enforcement 
subpoenas, if the court or issuing agency has ordered that the 
existence or contents of the subpoena or information furnished in 
response not be disclosed, or in the case of ex parte court orders 
pursuant to the USA PATRIOT Act. Id. Note that the institution’s 
obligations are limited to, at most, confirming the facial validity of 
the subpoena or order and notifying the student; it is not required 
to fight the order or subpoena on the student’s behalf, and it may 
(and generally must) comply regardless of the student’s wishes if 
the student fails to take action. 

8.  The disclosure is to a court in the context of a lawsuit that the 
student brought against the institution or that the institution 
brought against the student. 34 C.F.R. § 99.31(a)(9)(iii). The 
institution need not give the student advance notice of such a 
disclosure, but is limited to disclosing information that is 
“relevant” to the action and that does not relate to other students 
who are not adversary parties in the lawsuit. By interpretation, but 
not yet by regulation, the Family Policy Compliance Office has 
occasionally allowed an institution to make similar disclosures 
when one of its students has made a complaint to, or initiated some 
other form of adversary “proceeding” before, a government or 
similar agency having the power to take official action against the 
institution. See, e.g., <http://www2.ed.gov/policy/gen/guid/fpco/ 
ferpa/library/cornell.html> Apart from these two limited 
instances, however, a student’s disclosure of his or her own 
“education records” does not constitute an “implied waiver” of 
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FERPA rights that would justify further disclosures by the 
institution. 

9.  The disclosure is to parents of a student who is under the age of 21 
at the time of the disclosure and relates to a determination by the 
institution that the student has violated its drug or alcohol rules. 
34 C.F.R. § 99.31(a)(15). 

10.  The disclosure is of the “final results” of a disciplinary proceeding 
against a student whom the institution has determined violated an 
institutional rule or policy in connection with alleged acts that 
would, if proven, also constitute a “crime of violence or non-
forcible sex offense.” 34 C.F.R. § 99.31(a)(14). For purposes of 
this exception, “final results” is limited to the name of the student, 
the basic nature of the violation the student was found to have 
committed, and a description and the duration of any sanction the 
institution has imposed against the student.  34 C.F.R. § 99.39. 

11.  The disclosure is to “a victim of an alleged perpetrator of a 
crime of violence or non-forcible sex offense” and consists only 
of the “final results” (as defined above) of an institutional 
disciplinary proceeding in connection with that alleged crime or 
offense. The institution may (and, under the Campus Sexual 
Assault Victims’ Bill of Rights Act, must upon request) make such 
a disclosure regardless of the outcome of the proceeding.  
34 C.F.R. § 99.31(a)(13). 

12.  The disclosure is in connection with financial aid that the student 
has applied for or received and is for the purpose of determining 
the student’s eligibility for, the amount of, or the conditions for the 
aid, or to enforce the terms and conditions of the aid.  34 C.F.R. 
§ 99.31(a)(4). 

13.  The disclosure is to authorized representatives of the Comptroller 
General, Attorney General, Secretary of Education, or state or 
local educational authorities in connection with an audit of 
federal- or state-supported education programs or with the 
enforcement of or compliance with federal legal requirements 
relating to those programs.  In the absence of consent or a specific 
federal law to the contrary, information collected under this 
exception must be protected so that individuals are not personally 
identifiable other than to the “authorized representatives,” and the 
information must be destroyed when no longer needed.  34 C.F.R. 
§§ 99.31(a)(3) and 99.35. A recent, and controversial, 
reinterpretation of this provision now allows considerable sharing 
of information to and from state longitudinal database systems. 

The National Association of College and University Attorneys 
9 



14.  The disclosure is to accrediting organizations to carry out their 
accrediting functions. 34 C.F.R. § 99.31(a)(7). 

15.  The disclosure is to organizations conducting studies for 
educational institutions to develop, validate, or administer 
predictive tests; administer student aid programs; or improve 
instruction, provided that the studies are conducted in a manner 
that prevents personal identification of parents and students by 
anyone other than representatives of the organizations, the 
information is destroyed when no longer needed for purposes of 
the studies, and the institution enters into a written agreement with 
the organization specifically limiting its use of the information in 
these ways. The institution need not initiate the study itself or 
agree with or endorse the study’s conclusions. 34 C.F.R. 
§ 99.31(a)(6). Moreover, under the recent reinterpretation noted 
above, state longitudinal database systems may conduct such 
studies for an institution even if the institution objects. 

16.  The disclosure concerns sex offenders and consists of information 
provided to the institution pursuant to the Violent Crime Control 
and Law Enforcement Act of 1994, commonly known as the 
“Wetterling Act.”  34 C.F.R. § 99.31(a)(16). 

Each of these exceptions is independent of the others. If you can find one 
that applies to your situation, it doesn’t matter whether that situation also would 
qualify under any of the others. Thus, for example, if you have determined that a 
19-year-old student’s serious, alcohol-related injuries constitute a “health or 
safety emergency” that is “appropriate” to disclose to the student’s parents, you 
need not also determine whether the student is their dependent for tax purposes or 
whether the student has violated your alcohol policies before making the 
disclosure. 

Note also that, at least as far as FERPA itself is concerned, it is entirely 
within the institution’s discretion whether to make a disclosure under any of these 
exceptions. 34 C.F.R. § 99.31(b). Thus, for example, a parent never has a right, 
under FERPA, to see his or her college student’s education records, even if the 
student is the parent’s dependent for tax purposes, is involved in a health or safety 
emergency, and has violated the institution’s alcohol policies – and even if the 
student is not yet 18 years old. A subpoena, a court order, or another law such as 
the Campus Sexual Assault Victims’ Bill of Rights Act may require broader 
disclosure in certain circumstances, but FERPA does not. 

C.  REDISCLOSURE 
FERPA imposes similar limitations on redisclosure.  In general, an 

institution disclosing personally identifiable information from an education record 
must inform the recipient that it cannot redisclose that information without the 
consent of the student and that it may use the information only for the purpose for 
which the disclosure was made.  34 C.F.R. § 99.33(a). Exceptions to this 
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requirement include disclosures of directory information; disclosures to the 
relevant student, to the parents of a dependent student, or to parents in connection 
with a drug or alcohol violation; and disclosures made in connection with a court 
order, lawfully issued subpoena, lawsuit in which the student and the institution 
are adversaries, or (generally) disciplinary proceeding involving an alleged crime 
of violence or non-forcible sex offense. 34 C.F.R. § 99.33(c). 

D.  RECORDKEEPING 
The institution generally must maintain a record of each request for access 

to and each release of personally identifiable information from a student’s 
education records. This separate record must include, at a minimum, the 
identities of the requesters and recipients and the “legitimate interests” they had 
in the information; in the case of a “health or safety emergency,” it also must 
include a description of the perceived threat. In addition, it must be maintained 
with the student’s education records for as long as those records are themselves 
maintained.  34 C.F.R. § 99.32(a). Exceptions to this requirement include 
disclosures to a school official, a parent or student, a person with written consent, 
or a person requesting directory information, and disclosures in connection with a 
grand jury or other law enforcement subpoena prohibiting disclosure of its 
existence or contents or an ex parte court order pursuant to the USA PATRIOT 
Act. 34 C.F.R. § 99.32(d). 

IV.  INSPECTION AND REVIEW 
FERPA also gives college and university students the right to inspect and review 

their own education records. 34 C.F.R. § 99.10(a). The institution must provide access 
to the records within 45 days of a request and must respond to reasonable requests for 
explanations and interpretations of the records. 34 C.F.R. § 99.10(b) and (c). FERPA 
does not require the institution to provide copies of records to the student, unless 
“circumstances effectively prevent” the student from exercising the right to inspect and it 
is not possible to “make other arrangements” for inspection.  34 C.F.R. § 99.10(d). The 
institution may not destroy records while a request for their inspection is outstanding (but 
FERPA otherwise does not impose any records retention requirements).  34 C.F.R. 
§ 99.10(e). 

There are several limitations on the right of inspection.  First, if the requested 
records contain information about more than one student, the requesting student may 
have access only to those portions pertaining to him- or herself.  34 C.F.R. § 99.12(a). 
(Note, however, that if information that is “directly related” to multiple students “cannot 
be segregated and redacted without destroying its meaning,” each student may have 
access to the information even though it is also “directly related” to other students.  73 
Fed. Reg. 74806, 74832-33 (Dec. 9, 2008).) In addition, students do not have the right to 
inspect the following:  

1.  Financial records of their parents. 34 C.F.R. § 99.12(b)(1). 

2.  Confidential letters and statements of recommendation, if the student has 
waived the right to review and inspect those documents and they are 
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related to the student’s admission, application for employment, or receipt 
of an honor or honorary recognition. 34 C.F.R. § 99.12(b)(3). Such a 
waiver is valid only if it is not a condition of admission to or receipt of a 
benefit or service from the institution and it is in writing and signed by the 
student. 34 C.F.R. § 99.12(c)(1). If the student provides such a waiver, 
the student must be given, upon request, the names of the persons 
providing the recommendations, and the institution may not use the letters 
for any purpose other than that for which they were originally intended. 
34 C.F.R. § 99.12(c)(2). The student may revoke the waiver in writing; 
however, revocation affects only those documents received after the date 
of the revocation. 34 C.F.R. § 99.12(c)(3). In other words, a student may 
not revoke the waiver in order to see documents already received. 

3.  “Treatment” records, as defined above in Section II.  However, upon 
request, the student may have any such records reviewed by a physician or 
other appropriate professional of the student’s choice. 34 C.F.R. 
§ 99.10(f). 

V.  AMENDMENT 
If a student believes that his or her education records contain inaccurate or 

misleading information or information that violates the student’s right to privacy, the 
student may request that the institution amend the records.  34 C.F.R. § 99.20(a). The 
institution must make a decision on the request within a “reasonable time” after receipt.    
34 C.F.R. § 99.20(b). If the institution decides not to make the requested amendment, it 
must so inform the student and advise the student of the right to a hearing.  34 C.F.R. 
§ 99.20(c). 

If the student requests a hearing, it must meet the following minimum 
requirements: 

1.  It must be held within a reasonable time after the request; 

2.  The student must be provided reasonable notice of the date, time, and 
place; 

3.  The individual conducting the hearing must not have a direct interest in 
the outcome; 

4.  The student must have a “full and fair opportunity” to present his or her 
case and may be assisted or represented by others, including an attorney; 
and 

5.  The decision must be in writing, rendered within a reasonable time after 
the hearing, and based solely on the evidence presented at the hearing, and 
it must include a summary of the evidence and the reasons for the 
decision. 

34 C.F.R. § 99.22. 
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If, as a result of the hearing, the institution agrees with the student, it must amend 
the record and notify the student in writing. 34 C.F.R. § 99.21(b)(1). If the institution 
does not agree, it must advise the student that he or she may place a written statement in 
the file commenting on the contested information and/or stating the nature of the 
disagreement.  34 C.F.R. § 99.21(b)(2). If the student chooses this option, the statement 
must be maintained with the contested information and disclosed in conjunction with any 
subsequent release of the contested information.  34 C.F.R. § 99.21(c). 

Both the Family Policy Compliance Office and the courts have ruled that this 
portion of FERPA is intended to deal with “scrivener’s errors” in a record, not to provide 
a means by which a student may challenge the underlying substantive decisions that are 
recorded, such as grades, or obtain information on how a particular grade was assigned.  
See, e.g., <http://www2.ed.gov/ policy/gen/guid/fpco/ferpa/library/parent.html>; Adatsi 
v. Mathur, 934 F.2d 910 (7th Cir. 1991) (“FERPA addresses the situation where a student 
seeks to have misleading or inaccurate information in his records corrected.  There is 
nothing inaccurate about Adatsi’s grade. He just feels he deserves something else.  This 
fails to state a claim under FERPA.”); Tarka v. Cunningham, 741 F. Supp. 1281, 1282 
(W.D. Tex.), aff’d, 917 F.2d 890 (5th Cir. 1990) (“At most, a student is only entitled to 
know whether or not the assigned grade was recorded accurately in the student’s 
record.”). 

VI. ANNUAL NOTIFICATION OF RIGHTS 
FERPA requires each institution to notify its students annually of their rights 

under the act. 34 C.F.R. § 99.7. The best place to start (and perhaps end) is the Family 
Policy Compliance Office’s model notice of rights, which is available at 
<http://www.ed.gov/policy/gen/guid/fpco/ferpa/ps-officials.html>. The notice may be 
provided by “any means that are reasonably likely to inform . . . students of their rights.”  
34 C.F.R. § 99.2(b). Each institution must also give “public notice” of its list of directory 
information and its procedure for “opting out.”  34 C.F.R. § 99.37(a). The easiest way to 
do so is by including this information in the annual notice. 

VII. ENFORCEMENT 
The responsibility for enforcing FERPA rests with the Family Policy Compliance 

Office of the Department of Education, which is authorized to investigate and review 
potential violations and to provide technical assistance regarding compliance issues.  
34 C.F.R. § 99.60. If it determines both that a complaint is meritorious and that the 
violation “was based on a policy or practice” rather than an isolated incident, the Office 
will recommend steps necessary to ensure compliance with the act and provide a 
reasonable time for the institution to come into compliance.  34 C.F.R. § 99.66(c). If – 
and only if – the institution does not come into compliance, the Department is then 
authorized to terminate all or any portion of the institution’s federal funds or to take “any 
[other] legally available enforcement action.”  34 C.F.R. § 99.67. In Gonzaga University 
v. Doe, 536 U.S. 273 (2002), the Supreme Court held that FERPA does not create 
personal rights that an individual may enforce through 42 U.S.C. § 1983. 

VIII. RESOURCES 
The Family Educational Rights and Privacy Act: A Legal Compendium (NACUA, 2d ed.) 
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William Kaplin and Barbara Lee, The Law of Higher Education (Jossey Bass, 4th ed.) 

Family Policy Compliance Office: http://www.ed.gov/policy/gen/guid/fpco/index.html 

Catholic University’s FERPA Reference Chart: 
http://counsel.cua.edu/ferpa/resources/recchart.cfm 

University of Maryland’s FERPA Tutorial: http://info.sis.usmd.edu/ferpaweb 

AACRAO’s FERPA Final Exam: 
http://www.aacrao.org/Libraries/Compliance/FERPA_2010_Exam.sflb.ashx 

Boston University’s Policy Regarding Release of Information to Parents and Guardians: 
http://www.bu.edu/reg/ferpa/ferpa-parent.html 
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Model Notification of Rights under FERPA for Postsecondary Institutions 

The Family Educational Rights and Privacy Act (FERPA) afford eligible students certain rights 
with respect to their education records.  (An “eligible student” under FERPA is a student who is 
18 years of age or older or who attends a postsecondary institution.)  These rights include: 

1.  The right to inspect and review the student's education records within 45 days after 
the day the [Name of postsecondary institution (“School”)] receives a request for 
access. A student should submit to the registrar, dean, head of the academic 
department, or other appropriate official, a written request that identifies the record(s) 
the student wishes to inspect.  The school official will make arrangements for access 
and notify the student of the time and place where the records may be inspected.  If 
the records are not maintained by the school official to whom the request was 
submitted, that official shall advise the student of the correct official to whom the 
request should be addressed. 

2.  The right to request the amendment of the student’s education records that the student 
believes is inaccurate, misleading, or otherwise in violation of the student’s privacy 
rights under FERPA. 

A student who wishes to ask the school to amend a record should write the school 
official responsible for the record, clearly identify the part of the record the student 
wants changed, and specify why it should be changed. 

If the school decides not to amend the record as requested, the school will notify the 
student in writing of the decision and the student’s right to a hearing regarding the 
request for amendment.  Additional information regarding the hearing procedures will 
be provided to the student when notified of the right to a hearing. 

3.  The right to provide written consent before the university discloses personally 
identifiable information (PII) from the student's education records, except to the 
extent that FERPA authorizes disclosure without consent.   

The school discloses education records without a student’s prior written consent 
under the FERPA exception for disclosure to school officials with legitimate 
educational interests. A school official is a person employed by the [School] in an 
administrative, supervisory, academic, research, or support staff position (including 
law enforcement unit personnel and health staff); a person serving on the board of 
trustees; or a student serving on an official committee, such as a disciplinary or 
grievance committee.  A school official also may include a volunteer or contractor 
outside of the [School] who performs an institutional service of function for which 
the school would otherwise use its own employees and who is under the direct control 
of the school with respect to the use and maintenance of PII from education records, 
such as an attorney, auditor, or collection agent or a student volunteering to assist 
another school official in performing his or her tasks.  A school official has a 



legitimate educational interest if the official needs to review an education record in 
order to fulfill his or her professional responsibilities for the [School]. 

[Optional] Upon request, the school also discloses education records without consent 
to officials of another school in which a student seeks or intends to enroll. [NOTE TO 
POSTSECONDARY INSTITUTION: FERPA requires a school to make a 
reasonable attempt to notify each student of these disclosures unless the school states 
in its annual notification that it intends to forward records on request.] 

4.  The right to file a complaint with the U.S. Department of Education concerning 
alleged failures by the [School] to comply with the requirements of FERPA.  The 
name and address of the Office that administers FERPA is: 

Family Policy Compliance Office 
U.S. Department of Education 
400 Maryland Avenue, SW 
Washington, DC 20202 

[NOTE: In addition, a school may want to include its directory information public notice, as 
required by §99.37 of the regulations, with its annual notification of rights under FERPA.] 

[Optional] See the list below of the disclosures that postsecondary institutions may make 
without consent. 

FERPA permits the disclosure of PII from students’ education records, without consent of the 
student, if the disclosure meets certain conditions found in §99.31 of the FERPA regulations.  
Except for disclosures to school officials, disclosures related to some judicial orders or lawfully 
issued subpoenas, disclosures of directory information, and disclosures to the student, §99.32 of 
FERPA regulations requires the institution to record the disclosure.  Eligible students have a 
right to inspect and review the record of disclosures.  A postsecondary institution may disclose 
PII from the education records without obtaining prior written consent of the student – 

!  To other school officials, including teachers, within the [School] whom the school has 
determined to have legitimate educational interests.  This includes contractors, 
consultants, volunteers, or other parties to whom the school has outsourced 
institutional services or functions, provided that the conditions listed in 
§99.31(a)(1)(i)(B)(1) - (a)(1)(i)(B)(2) are met. (§99.31(a)(1)) 

!  To officials of another school where the student seeks or intends to enroll, or where 
the student is already enrolled if the disclosure is for purposes related to the student’s 
enrollment or transfer, subject to the requirements of §99.34.  (§99.31(a)(2)) 

!  To authorized representatives of the U. S. Comptroller General, the U. S. Attorney 
General, the U.S. Secretary of Education, or State and local educational authorities, 
such as a State postsecondary authority that is responsible for supervising the 
university’s State-supported education programs.  Disclosures under this provision 
may be made, subject to the requirements of §99.35, in connection with an audit or 



evaluation of Federal- or State-supported education programs, or for the enforcement 
of or compliance with Federal legal requirements that relate to those programs.  These 
entities may make further disclosures of PII to outside entities that are designated by 
them as their authorized representatives to conduct any audit, evaluation, or 
enforcement or compliance activity on their behalf.  (§§99.31(a)(3) and 99.35) 

!  In connection with financial aid for which the student has applied or which the 
student has received, if the information is necessary to determine eligibility for the 
aid, determine the amount of the aid, determine the conditions of the aid, or enforce 
the terms and conditions of the aid.  (§99.31(a)(4)) 

!  To organizations conducting studies for, or on behalf of, the school, in order to:  (a) 
develop, validate, or administer predictive tests; (b) administer student aid programs; 
or (c) improve instruction.  (§99.31(a)(6)) 

!  To accrediting organizations to carry out their accrediting functions.  ((§99.31(a)(7)) 

!  To parents of an eligible student if the student is a dependent for IRS tax purposes.  
(§99.31(a)(8)) 

!  To comply with a judicial order or lawfully issued subpoena.  (§99.31(a)(9)) 

!  To appropriate officials in connection with a health or safety emergency, subject to 
§99.36. (§99.31(a)(10)) 

!  Information the school has designated as “directory information” under §99.37.  
(§99.31(a)(11)) 

!  To a victim of an alleged perpetrator of a crime of violence or a non-forcible sex 
offense, subject to the requirements of §99.39.  The disclosure may only include the 
final results of the disciplinary proceeding with respect to that alleged crime or 
offense, regardless of the finding. (§99.31(a)(13)) 

!  To the general public, the final results of a disciplinary proceeding, subject to the 
requirements of §99.39, if the school determines the student is an alleged perpetrator 
of a crime of violence or non-forcible sex offense and the student has committed a 
violation of the school’s rules or policies with respect to the allegation made against 
him or her. (§99.31(a)(14)) 

!  To parents of a student regarding the student’s violation of any Federal, State, or local 
law, or of any rule or policy of the school, governing the use or possession of alcohol 
or a controlled substance if the school determines the student committed a 
disciplinary violation and the student is under the age of 21. (§99.31(a)(15)) 
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the words used to define hostile environment harassment in the 1997 guidance (see, e.g., 
62 FR 12041, “conduct of a sexual nature is sufficiently severe, persistent, or pervasive to 
limit a student’s ability to participate in or benefit from the education program, or to 
create a hostile or abusive educational environment”), the definitions are consistent.  
Both the Court’s and the Department’s definitions are contextual descriptions intended to 
capture the same concept -– that under Title IX, the conduct must be sufficiently serious 
that it adversely affects a student’s ability to participate in or benefit from the school’s 
program. In determining whether harassment is actionable, both Davis and the 
Department tell schools to look at the “constellation of surrounding circumstances, 
expectations, and relationships” (526 U.S. at 651 (citing Oncale)), and the Davis Court 
cited approvingly to the underlying core factors described in the 1997 guidance for 
evaluating the context of the harassment. Second, schools benefit from consistency and 
simplicity in understanding what is sexual harassment for which the school must take 
responsive action. A multiplicity of definitions would not serve this purpose. 

Several commenters suggested that we develop a unique Title IX definition of 
harassment that does not rely on Title VII and that takes into account the special 
relationship of schools to students. Other commenters, by contrast, commended OCR for 
recognizing that Gebser and Davis did not alter the definition of hostile environment 
sexual harassment found in OCR’s 1997 guidance, which derives from Title VII caselaw, 
and asked us to strengthen the point. While Gebser and Davis made clear that Title VII 
agency principles do not apply in determining liability for money damages under Title 
IX, the Davis Court also indicated, through its specific references to Title VII caselaw, 
that Title VII remains relevant in determining what constitutes hostile environment 
sexual harassment under Title IX. We also believe that the factors described in both the 
1997 guidance and the revised guidance to determine whether sexual harassment has 
occurred provide the necessary flexibility for taking into consideration the age and 
maturity of the students involved and the nature of the school environment. 

Effective Response 
One commenter suggested that the change in the guidance from “appropriate 

response” to “effective response” implies a change in OCR policy that requires 
omniscience of schools. We disagree. Effectiveness has always been the measure of an 
adequate response under Title IX. This does not mean a school must overreact out of fear 
of being judged inadequate. Effectiveness is measured based on a reasonableness 
standard. Schools do not have to know beforehand that their response will be effective. 
However, if their initial steps are ineffective in stopping the harassment, reasonableness 
may require a series of escalating steps. 

The Relationship Between FERPA and Title IX 
In the development of both the 1997 guidance and the current revisions to the 

guidance, commenters raised concerns about the interrelation of the Family Educational 
Rights and Privacy Act (FERPA), 20 U.S.C. 1232g, and Title IX. The concerns relate to 
two issues: (1) the harassed student’s right to information about the outcome of a sexual 
harassment complaint against another student, including information about sanctions 
imposed on a student found guilty of harassment; and (2) the due process rights of 
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individuals, including teachers, accused of sexual harassment by a student, to obtain 
information about the identity of the complainant and the nature of the allegations. 

FERPA generally forbids disclosure of information from a student’s “education 
record” without the consent of the student (or the student’s parent). Thus, FERPA may 
be relevant when the person found to have engaged in harassment is another student, 
because written information about the complaint, investigation, and outcome is part of the 
harassing student’s education record. Title IX is also relevant because it is an important 
part of taking effective responsive action for the school to inform the harassed student of 
the results of its investigation and whether it counseled, disciplined, or otherwise 
sanctioned the harasser. This information can assure the harassed student that the school 
has taken the student’s complaint seriously and has taken steps to eliminate the hostile 
environment and prevent the harassment from recurring. 

The Department currently interprets FERPA as not conflicting with the Title IX 
requirement that the school notify the harassed student of the outcome of its 
investigation, i.e., whether or not harassment was found to have occurred, because this 
information directly relates to the victim. It has been the Department’s position that there 
is a potential conflict between FERPA and Title IX regarding disclosure of sanctions, and 
that FERPA generally prevents a school from disclosing to a student who complained of 
harassment information about the sanction or discipline imposed upon a student who was 
found to have engaged in that harassment.3 

There is, however, an additional statutory provision that may apply to this 
situation. In 1994, as part of the Improving America’s Schools Act, Congress amended 
the General Education Provisions Act (GEPA) -– of which FERPA is a part -– to state 
that nothing in GEPA “shall be construed to affect the applicability of … title IX of the 
Education Amendments of 1972….”4  The Department interprets this provision to mean 
that FERPA continues to apply in the context of Title IX enforcement, but if there is a 
direct conflict between requirements of FERPA and requirements of Title IX, such that 
enforcement of FERPA would interfere with the primary purpose of Title IX to eliminate 
sex-based discrimination in schools, the requirements of Title IX override any conflicting 
FERPA provisions. The Department is in the process of developing a consistent 
approach and specific factors for implementing this provision. OCR and the 
Department’s Family Policy Compliance Office (FPCO) intend to issue joint guidance, 
discussing specific areas of potential conflict between FERPA and Title IX. 

3 Exceptions include the case of a sanction that directly relates to the person who was 
harassed (e.g., an order that the harasser stay away from the harassed student), or 
sanctions related to offenses for which there is a statutory exception, such as crimes of 
violence or certain sex offenses in postsecondary institutions. 

4 20 U.S.C. 1221(d). A similar amendment was originally passed in 1974 but applied 
only to Title VI of the Civil Rights Act of 1964 (prohibiting race discrimination by 
recipients). The 1994 amendments also extended 20 U.S.C. 1221(d) to Section 504 of the 
Rehabilitation Act of 1973 (prohibiting disability-based discrimination by recipients) and 
to the Age Discrimination Act. 
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FERPA is also relevant when a student accuses a teacher or other employee of 
sexual harassment, because written information about the allegations is contained in the 
student’s education record. The potential conflict arises because, while FERPA protects 
the privacy of the student accuser, the accused individual may need the name of the 
accuser and information regarding the nature of the allegations in order to defend against 
the charges. The 1997 guidance made cle ar that neither FERPA nor Title IX override any 
federally protected due process rights of a school employee accused of sexual 
harassment. 

Several commenters urged the Department to expand and strengthen this 
discussion. They argue that in many instances a school’s failure to provide information 
about the name of the student accuser and the nature of the allegations seriously 
undermines the fairness of the investigative and adjudicative process. They also urge the 
Department to include a discussion of the need for confidentiality as to the identity of the 
individual accused of harassment because of the significant harm that can be caused by 
false accusations. We have made several changes to the guidance, including an 
additional discussion regarding the confidentiality of a person accused of harassment and 
a new heading entitled “Due Process Rights of the Accused,” to address these concerns. 
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with a different instructor; provide tutoring; make tuition adjustments; offer 
reimbursement for professional counseling; or take other measures that are appropriate to 
the circumstances. As another example, if a school delays responding or responds 
inappropriately to information about harassment, such as a case in which the school 
ignores complaints by a student that he or she is being sexually harassed by a classmate, 
the school will be required to remedy the effects of the harassment that could have been 
prevented had the school responded promptly and effectively. 

Finally, a school should take steps to prevent any further harassment94 and to 
prevent any retaliation against the student who made the complaint (or was the subject of 
the harassment), against the person who filed a complaint on behalf of a student, or 
against those who provided information as witnesses.95  At a minimum, this includes 
making sure tha t the harassed students and their parents know how to report any 
subsequent problems and making follow-up inquiries to see if there have been any new 
incidents or any retaliation. To prevent recurrences, counseling for the harasser may be 
appropriate to ensure that he or she understands what constitutes harassment and the 
effects it can have. In addition, depending on how widespread the harassment was and 
whether there have been any prior incidents, the school may need to provide training for 
the larger school community to ensure that students, parents, and teachers can recognize 
harassment if it recurs and know how to respond.96 

B. Confidentiality 
The scope of a reasonable response also may depend upon whether a student, or 

parent of a minor student, reporting harassment asks that the student’s name not be 
disclosed to the harasser or that nothing be done about the alleged harassment. In all 
cases, a school should discuss confidentiality standards and concerns with the 
complainant initially. The school should inform the student that a confidentiality request 
may limit the school’s ability to respond. The school also should tell the student that 
Title IX prohibits retaliation and that, if he or she is afraid of reprisals from the alleged 
harasser, the school will take steps to prevent retaliation and will take strong responsive 
actions if retaliation occurs. If the student continues to ask that his or her name not be 
revealed, the school should take all reasonable steps to investigate and respond to the 
complaint consistent with the student’s request as long as doing so does not prevent the 
school from responding effectively to the harassment and preventing harassment of other 
students. 

OCR enforces Title IX consistent with the federally protected due process rights 
of public school students and employees. Thus, for example, if a student, who was the 
only student harassed, insists that his or her name not be revealed, and the alleged 
harasser could not respond to the charges of sexual harassment without that information, 
in evaluating the school’s response, OCR would not expect disciplinary action against an 
alleged harasser. 

At the same time, a school should evaluate the confidentiality request in the 
context of its responsibility to provide a safe and nond iscriminatory environment for all 
students. The factors that a school may consider in this regard include the seriousness of 
the alleged harassment, the age of the student harassed, whether there have been other 
complaints or reports of harassment against the alleged harasser, and the rights of the 
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accused individual to receive information about the accuser and the allegations if a 
formal proceeding with sanctions may result.97 

Similarly, a school should be aware of the confidentiality concerns of an accused 
employee or student. Publicized accusations of sexual harassment, if ultimately found to 
be false, may nevertheless irreparably damage the reputation of the accused. The accused 
individual’s need for confidentiality must, of course, also be evaluated based on the 
factors discussed in the preceding paragraph in the context of the school’s responsibility 
to ensure a safe environment for students. 

Although a student’s request to have his or her name withheld may limit the 
school’s ability to respond fully to an individual complaint of harassment, other means 
may be available to address the harassment. There are steps a recipient can take to limit 
the effects of the alleged harassment and prevent its recurrence without initiating formal 
action against the alleged harasser or revealing the identity of the complainant.  Examples 
include conducting sexual harassment training for the school site or academic department 
where the problem occurred, taking a student survey concerning any problems with 
harassment, or implementing other systemic measures at the site or department where the 
alleged harassment has occurred. 

In addition, by investigating the complaint to the extent possible –– including by 
reporting it to the Title IX coordinator or other responsible school employee designated 
pursuant to Title IX –– the school may learn about or be able to confirm a pattern of 
harassment based on claims by different students that they were harassed by the same 
individual. In some situations there may be prior reports by former students who now 
might be willing to come forward and be identified, thus providing a basis for further 
corrective action. In instances affecting a number of students (for example, a report from 
a student that an instructor has repeatedly made sexually explicit remarks about his or her 
personal life in front of an entire class), an individual can be put on notice of allegations 
of harassing behavior and counseled appropriately without revealing, even indirectly, the 
identity of the student who notified the school.  Those steps can be very effective in 
preventing further harassment. 

C. Response to Other Types of Notice 
The previous two sections deal with situations in which a student or parent of a 

student who was harassed reports or complains of harassment or in which a responsible 
school employee directly observes sexual harassment of a student. If a school learns of 
harassment through other means, for example, if information about harassment is 
received from a third party (such as from a witness to an incident or an anonymous letter 
or telephone call), different factors will affect the school’s response. These factors 
include the source and nature of the information; the seriousness of the alleged incident; 
the specificity of the information; the objectivity and credibility of the source of the 
report; whether any individuals can be identified who were subjected to the alleged 
harassment; and whether those individuals want to pursue the matter. If, based on these 
factors, it is reasonable for the school to investigate and it can confirm the allegations, the 
considerations described in the previous sections concerning interim measures and 
appropriate responsive action will apply. 
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prohibited sex discrimination, a school’s general policy and procedures relating to sex 
discrimination complaints will not be considered effective.101 

OCR has identified a number of elements in evaluating whether a school’s 
grievance procedures are prompt and equitable, including whether the procedures provide 
for –– 

•  Notice to students, parents of elementary and secondary students, and employees of 
the procedure, including where complaints may be filed; 

•  Application of the procedure to comp laints alleging harassment carried out by 
employees, other students, or third parties; 

•  Adequate, reliable, and impartial investigation of complaints, including the 
opportunity to present witnesses and other evidence; 

•  Designated and reasonably prompt timeframes for the major stages of the complaint 
process; 

•  Notice to the parties of the outcome of the complaint;102 and 

•  An assurance that the school will take steps to prevent recurrence of any harassment 
and to correct its discriminatory effects on the complainant and others, if 
appropriate.103 

Many schools also provide an opportunity to appeal the findings or remedy, or 
both. In addition, because retaliation is prohibited by Title IX, schools may want to 
include a provision in their procedures prohibiting retaliation against any individual who 
files a complaint or participates in a harassment inquiry. 

Procedures adopted by schools will vary considerably in detail, specificity, and 
components, reflecting differences in audiences, school sizes and administrative 
structures, State or local legal requirements, and past experience.  In addition, whether 
complaint resolutions are timely will vary depending on the complexity of the 
investigation and the severity and extent of the harassment. During the investigation it is 
a good practice for schools to inform students who have alleged harassment about the 
status of the investigation on a periodic basis. 

A grievance procedure applicable to sexual harassment complaints cannot be 
prompt or equitable unless students know it exists, how it works, and how to file a 
complaint. Thus, the procedures should be written in language appropriate to the age of 
the school’s students, easily understood, and widely disseminated. Distributing the 
procedures to administrators, or including them in the school’s administrative or policy 
manual, may not by itself be an effective way of providing notice, as these publications 
are usually not widely circulated to and understood by all members of the school 
community. Many schools ensure adequate notice to students by having copies of the 
procedures available at various locations throughout the school or campus; publishing the 
procedures as a separate document; including a summary of the procedures in major 
publications issued by the school, such as handbooks and catalogs for students, parents of 
elementary and secondary students, faculty, and staff; and identifying individuals who 
can explain how the procedures work. 
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X. Due Process Rights of the Accused 
A public school’s employees have certain due process rights under the United 

States Constitution. The Constitution also guarantees due process to students in public 
and State-supported schools who are accused of certain types of infractions.  The rights 
established under Title IX must be interpreted consistent with any federally guaranteed 
due process rights involved in a complaint proceeding. Furthermore, the Family 
Educational Rights and Privacy Act (FERPA) does not override federally protected due 
process rights of persons accused of sexual harassment. Procedures that ensure the Title 
IX rights of the complainant, while at the same time according due process to both parties 
involved, will lead to sound and supportable decisions. Of course, schools should ensure 
that steps to accord due process rights do not restrict or unnecessarily delay the 
protections provided by Title IX to the complainant. In both public and private schools, 
additional or separate rights may be created for employees or students by State law, 
institutional regulations and policies, such as faculty or student handbooks, and collective 
bargaining agreements. Schools should be aware of these rights and their legal 
responsibilities to individuals accused of harassment. 

XI. First Amendment 
In cases of alleged harassment, the protections of the First Amendment must be 

considered if issues of speech or expression are involved.112  Free speech rights apply in 
the classroom (e.g., classroom lectures and discussions)113 and in all other education 
programs and activities of public schools (e.g., public meetings and speakers on campus; 
campus debates, school plays and other cultural events114; and student newspapers, 
journals, and other publications 115). In addition, First Amendment rights apply to the 
speech of students and teachers.116 

Title IX is intended to protect students from sex discrimination, not to regulate the 
content of speech. OCR recognizes that the offensiveness of a particular expression as 
perceived by some students, standing alone, is not a legally sufficient basis to establish a 
sexually hostile environment under Title IX. 117  In order to establish a violation of Title 
IX, the harassment must be sufficiently serious to deny or limit a student’s ability to 
participate in or benefit from the education program.118 

Moreover, in regulating the conduct of its students and its faculty to prevent or 
redress discrimination prohibited by Title IX (e.g., in responding to harassment that is 
sufficiently serious as to create a hostile environment), a school must formulate, interpret, 
and apply its rules so as to protect academic freedom and free speech rights. For 
instance, while the First Amendment may prohibit a school from restricting the right of 
students to express opinions about one sex that may be considered derogatory, the school 
can take steps to denounce those opinions and ensure that competing views are heard. 
The age of the students involved and the location or forum may affect how the school can 
respond consistently with the First Amendment.119  As an example of the application of 
free speech rights to allegations of sexual harassment, consider the following: 

Example 1:  In a college level creative writing class, a professor’s required 
reading list includes excerpts from literary classics that contain descriptions of explicit 
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necessary in situations in which counseling, separating the parties, and warnings of 
possible discipline were ineffective in ending the harassing behavior). 

91 Offering assistance in changing living arrangements is one of the actions required of 
colleges and universities by the Campus Security Act in cases of rape and sexual assault. 
See 20 U.S.C. 1092(f). 

92 See section on “Harassment by Other Students or Third Parties.” 

93 University of California at Santa Cruz, OCR Case No. 09-93-2141 (extensive 
individual and group counseling); Eden Prairie Schools, Dist. #272, OCR Case No. 05-
92-1174 (counseling). 

94 Even if the harassment stops without the school’s involvement, the school may still 
need to take steps to prevent or deter any future harassment –– to inform the school 
community that harassment will not be tolerated. Wills v. Brown University, 184 F.3d 
20, 28 (1st Cir. 1999) (difficult problems are posed in balancing a student’s request for 
anonymity or limited disclosure against the need to prevent future harassment); Fuller v. 
City of Oakland, 47 F.3d 1522, 1528-29 (9th Cir. 1995) (Title VII case). 

95 34 CFR 106.8(b) and 106.71, incorporating by reference 34 CFR 100.7(e). The Title 
IX regulations prohibit intimidation, threats, coercion, or discrimination against any 
individual for the purpose of interfering with any right or privilege secured by Title IX. 

96 Tacoma School Dist. No. 10, OCR Case No. 10-94-1079 (due to the large number of 
students harassed by an employee, the extended period of time over which the harassment 
occurred, and the failure of several of the students to report the harassment, the school 
committed as part of corrective action plan to providing training for students); Los 
Medanos College, OCR Case No. 09-84-2092 (as part of corrective action plan, school 
committed to providing sexual harassment seminar for campus employees); Sacramento 
City Unified School Dist., OCR Case No. 09-83-1063 (same as to workshops for 
management and administrative personnel and in-service training for non-management 
personnel). 

97 In addition, if information about the incident is contained in an “education record” of 
the student alleging the harassment, as defined in the Family Educational Rights and 
Privacy Act (FERPA), 20 U.S.C. 1232g, the school should consider whether FERPA 
would prohibit the school from disclosing information without the student’s consent. Id. 
In evaluating whether FERPA would limit disclosure, the Department does not interpret 
FERPA to override any federally protected due process rights of a school employee 
accused of harassment. 

98 34 CFR 106.8(b). This requirement has been part of the Title IX regulations since their 
inception in 1975. Thus, schools have been required to have these procedures in place 
since that time. At the elementary and secondary level, this responsibility generally lies 
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with the school district. At the postsecondary level, there may be a procedure for a 
particular campus or college or for an entire university system. 

99 Fenton Community High School Dist. #100, OCR Case 05-92-1104. 

100 While a school is required to have a grievance procedure under which complaints of 
sex discrimination (including sexual harassment) can be filed, the same procedure may 
also be used to address other forms of discrimination. 

101 See generally Meritor, 477 U.S. at 72-73 (holding that “mere existence of a grievance 
procedure” for discrimination does not shield an employer from a sexual harassment 
claim). 

102 The Family Educational Rights and Privacy Act (FERPA) does not prohibit a student 
from learning the outcome of her complaint, i.e., whether the complaint was found to be 
credible and whether harassment was found to have occurred. It is the Department’s 
current position under FERPA that a school cannot release information to a complainant 
regarding disciplinary action imposed on a student found guilty of harassment if that 
information is contained in a student’s education record unless –– (1) the information 
directly relates to the complainant (e.g., an order requiring the student harasser not to 
have contact with the complainant); or (2) the harassment involves a crime of violence or 
a sex offense in a postsecondary institution. See note 97. If the alleged harasser is a 
teacher, administrator, or other non-student employee, FERPA would not limit the 
school’s ability to inform the complainant of any disciplinary action taken. 

103 The section in the guidance on “Recipient’s Response” provides examples of 
reasonable and appropriate corrective action. 

104 34 CFR 106.8(a). 

105 Id. 

106 See Meritor, 477 U.S. at 72-73. 

107 University of California, Santa Cruz, OCR Case No. 09-93-2131.  This is true for 
formal as well as informal complaints. See University of Maine at Machias, OCR Case 
No. 01-94-6001 (school’s new procedures not found in violation of Title IX in part 
because they require written records for informal as well as formal resolutions). These 
records need not be kept in a student’s or employee’s individual file, but instead may be 
kept in a central confidential location. 

108 For example, in Cape Cod Community College, OCR Case No. 01-93-2047, the 
College was found to have violated Title IX in part because the person identified by the 
school as the Title IX coordinator was unfamiliar with Title IX, had no training, and did 
not even realize he was the coordinator. 
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TOPIC: 

FERPA AND CAMPUS SAFETY 
(UPDATE to Vol 5 No.4, August 6, 2007 issue) 

INTRODUCTION: 
Campus safety is a top priority for colleges and universities. Sometimes a student’s statements or behaviors 
raise concerns about the safety of the student or others. To prevent harm from occurring, college 
administrators, faculty, and staff who are aware of such statements or behaviors may want to tell someone 
else – another campus employee, a parent, an outside health care professional, or a law enforcement officer 
about their concern. But they do not know exactly who to tell. And they often fear that the Family Educational 
Rights and Privacy Act (“FERPA”) [1], the federal statute that governs disclosure of student records and 
information, limits those with whom they may share information found in the student’s records. Therefore, 
they unnecessarily and unwisely conclude that the safest course is simply telling no one or saying nothing. 

Misunderstandings about FERPA generate a lot of concern about the propriety of communicating critical 
information in an emergency. The information in this NACUANOTE demonstrates that FERPA is not an 
obstacle to appropriate and desirable cautionary communications intended to protect student, campus, or 
public safety. While emergency situations are not governed solely by FERPA, and other state or federal laws 
beyond the scope of this NACUANOTE may impose additional legal restrictions, preventing harm to 
individuals should take precedence. 

DISCUSSION: 
Question: What does FERPA restrict? 

Answer: FERPA limits the disclosure of information from student “education records,” a term that the law 
defines quite broadly and that is not limited to “academic” records. 

“Education records” include virtually all records maintained by an educational institution, in any format, that 
are “directly related” to one or more of its past or present students [2]. A record is “directly related” to a 
student if it is “personally identifiable” to the student [3]. A record is “personally identifiable” to a student if it 
expressly identifies the student on its face by name, address, ID number, or other such common identifier. A 
record is also personally identifiable if it includes “other information that, alone or in combination, is linked or 
linkable to a specific student that would allow a reasonable person in the school community, who does not 



have personal knowledge of the relevant circumstances, to identify the student with reasonable certainty” – in 
other words, if it contains enough demographic or other information that it points to a single student [4]. For 
example, a disciplinary record about an unnamed male student likely would not, without more, be personally 
identifiable, but a disciplinary record about an unnamed male sophomore political science major who lives in 
Smith Hall, plays on the soccer team, and is a resident of Wyoming likely would "name" the particular 
student. A record may also be "personally identifiable" because of commonly known information external to 
the record. For example, a request to provide information about all university sanctions imposed for cheating 
in the past five years might include a large enough number of instances not to identify any of the students. 
On the other hand, a request to provide information about sanctions imposed against student athletes for 
cheating in the past two weeks, at a time when a well-known student athlete suddenly is not playing or 
practicing with the team, would be a request seeking personally identifiable information in that context 
because it could be used to confirm or deny rumors regarding the reason for the student’s absence. 

Despite the name "education records," there is no requirement that a record be "educational" or "academic" 
in nature to qualify. Moreover, the defintition of “education records” does not give institutions any discretion to 
determine for themselves what is or isn’t an “education record” or to "treat" certain records as non-education 
records, even though they meet the statutory definition. Thus, “education records” include not only registrar’s 
office records, transcripts, papers, exams and the like, but also non-academic student information database 
systems [5], class schedules [6], financial aid records [7], financial account records [8], disability 
accommodation records [9], disciplinary records [10], and even “unofficial” files, photographs, e-mail 
messages [11], hand-scrawled Post-it notes, and records that are publicly available elsewhere [12] or that 
the student herself has publicly disclosed [13]. 

Question: When may information from education records be disclosed? 

Answer: In general, information derived from a student’s education records may be disclosed only if: (1) it is 
“directory information;” (2) the student has consented to the disclosure; or (3) the law provides an exception 
that permits disclosure without the student’s consent. 

Question: What is "directory information"? 

Answer: FERPA allows institutions to designate certain classes of information as “directory information” that 
may be released to anyone without a student’s consent [14]. Directory information may (but is not required 
to) include such items as the student’s name, address (local, permanent, and e-mail), telephone number 
(local and permanent), photograph, dates of attendance at the institution, major, degrees and awards 
received, participation in officially recognized activities and sports, and date and place of birth, as well as 
other information “that would not generally be considered harmful or an invasion of privacy if disclosed [15].” 
A student’s social security number or any student identification number that could be used by itself, without a 
password, PIN, or other authenticating factor, to access educational records may not be designated as 
directory information [16]. An institution that wishes to make directory information available must first give its 
students an opportunity to “opt out” and block the release of their own directory information, usually by 
making a formal request to the institution’s registrar’s office [17]. Even if a student has chosen to block the 
release of directory information, the institution may nevertheless continue to disclose that student’s directory 
information under any other exception that may be applicable or with the student’s case-by-case consent. 

Question: May information from student education records be shared with others on campus? 

Answer: Yes. Under one of FERPA’s many exceptions to the general prohibition against disclosure, 



campus personnel are free to share information from student education records with other “school officials” 
who have “legitimate educational interests” in the information [18]. Each institution must define for itself who 
qualifies as a “school official” and what is a “legitimate educational interest” and give annual notice of its 
definitions to its students [19]. These definitions can be quite broad – “school officials” need not be limited to 
“officers,” or even to employees [20], and “legitimate educational interests” (much like “education records”) 
need not be limited either to “academic” interests or to instances that are beneficial to the student. The 
Family Policy Compliance Office (“FPCO”) [21], the office within the U.S. Department of Education charged 
with overseeing and enforcing FERPA, offers the following model definitions: 

A school official is a person employed by the University in an administrative, supervisory, academic or 
research, or support staff position (including law enforcement unit personnel and health staff); a person or 
company with whom the University has contracted as its agent to provide a service instead of using 
University employees or officials (such as an attorney, auditor, or collection agent); a person serving on the 
Board of Trustees; or a student serving on an official committee, such as a disciplinary or grievance 
committee, or assisting another school official in performing his or her tasks. 

A school official has a legitimate educational interest if the official needs to review an education record in 
order to fulfill his or her professional responsibilities for the University [22]. 
At institutions that follow these or similar models, an employee concerned that a student’s statements or 
behavior evidence a potential threat could – and should – share relevant information with the dean of 
students, the judicial affairs office, the campus counseling center, the campus law enforcement unit, or other 
appropriate “school officials” whose job it is to deal with such issues. 

Question:  May information from a student’s education records be disclosed to protect health or 
safety? 

Answer: Yes. FERPA permits the disclosure of information from student education records “to appropriate 
parties, including parents..., in connection with an emergency if knowledge of the information is necessary to 
protect the health or safety of the student or other individuals [23].” For example, if a student sends an e-
mail to his resident assistant saying that he has just been diagnosed with a highly contagious disease such 
as measles, the institution could alert the student’s roommate, and perhaps others with whom the student 
has come in close contact, to urge them to seek appropriate testing and medical care [24]. Safety concerns 
warranting disclosure could include a student’s statements about suicide, unusually erratic and angry 
behaviors, or similar conduct that others would reasonably see as posing a risk of serious harm [25]. 

This exception does not authorize “knee-jerk” or (in most cases) “broadcast” disclosures [26], but an 
institution need not be absolutely certain that there is an imminent crisis before invoking the exception. 
Rather, it is enough that, based on the totality of circumstances and on the basis of the facts that are 
available at the time, there is a rational basis for concluding that there is a threat to health or safety. As long 
as an institution can meet this relatively minimal threshold, "the Department will not substitute its judgment 
for that of the....institution in evaluating the circumstances and making its determination." [27] 

The institution has the same good faith discretion to determine to whom disclosure should be made. In 
general, and when reasonably possible, the initial disclosure should be made to professionals trained to 
evaluate and handle such emergencies, such as campus mental health or law enforcement personnel, who 
can then determine whether further and broader disclosures are appropriate. Depending on the particular 
circumstances, disclosure under this exception may be made to law enforcement, parents, threat 
assessment teams or professionals, individuals who may have information necessary to determine the extent 
of a potential threat (such as friends, roommates, and prior schools attended), and potential victims and their 
families. If the concerns are of a more urgent nature, school officials should immediately contact campus or 
local police. FERPA permits each of these communications. 

An institution that makes a disclosure on the basis of this exception must keep a record of the nature of the 



perceived threat and the parties to whom the disclosure was made [28]. 

Question:  When may a college or university disclose information from a student’s education 
records to the student’s parent or legal guardian? 

Answer: Once a student is in attendance at a postsecondary institution, all rights provided by FERPA rest 
with the student, even if the student is younger than 18 years old [29]. Education record information may 
therefore be disclosed to the parent of a college or university student only with the student’s consent or in 
instances in which one of the exceptions to FERPA permits disclosure. In addition to the other exceptions 
discussed in this Note, two such exceptions specifically address communications to parents. 

First, FERPA permits (but does not require) disclosures of any or all education record information to a 
student’s parents if the student is their dependent for federal tax purposes [30]. To rely on this exception, the 
institution must verify the student’s dependent status, normally either by asking the student for confirmation 
[31] or by asking the parents for a copy of the relevant portion of their most recent tax return [32]. 

Second, an institution may (but again is not required to) provide information to a parent or legal guardian 
regarding any violation of law or of an institutional rule or policy governing the use or possession of alcohol or 
a controlled substance, if the institution has determined that the student committed a disciplinary violation 
with respect to such use or possession and the student is under the age of 21 at the time of both the violation 
and the disclosure [33]. 

These exceptions, like the other FERPA exceptions, are independent of each other. Thus, an institution may 
notify parents about a 19-year-old student’s underage drinking violations even if the student is not their tax 
dependent, and may likewise notify the parents of a 22-year-old student’s drug violations if the student is 
their tax dependent. Similarly, the situation need not rise to the level of a health or safety emergency in order 
for either of these exceptions to apply. 

Question:  What about disclosing information from the student discipline process, either to 
others on campus or to other institutions? 

Answer: FERPA expressly permits institutions to include in a student’s education records appropriate 
information concerning disciplinary action taken against the student for conduct that posed a significant risk 
to the safety or well being of that student, other students, or other members of the community [34]. Such 
information may be disclosed to any “school officials” who have “legitimate educational interests” in the 
behavior of the student, and it also may be disclosed as appropriate under the health and safety emergency 
exception. FERPA also expressly provides that, for purposes of the health and safety emergency exception, 
the “appropriate parties” to whom disclosure may be made include teachers and officials at other institutions 
who have legitimate educational interests in the behavior of the student [35]. 

In a separate (and again independent) exception, FERPA further permits institutions to disclose to anyone 
the final results of a disciplinary proceeding conducted against a student who is an alleged perpetrator of a 
crime of violence or a nonforcible sex offense [36], if the institution determines as a result of that disciplinary 
proceeding that the student committed a violation of the institution’s own rules or policies with respect to such 
crime or offense. Yet another exception permits institutions to disclose the final results of such a proceeding 
to the victim regardless of whether the alleged perpetrator was found to be in violation of the institution’s 
rules or policies [37]. For purposes of these two exceptions, “final results” is limited to the name of the 
student who is an alleged perpetrator of a crime of violence, the violation found to have been committed, and 
any sanction imposed against the student by the institution [38]. 



Question:  Are there other circumstances in which a college or university may disclose 
information from student education records to another institution without the 
student’s consent? 

Answer: In addition to the exceptions discussed above, FERPA expressly permits (but does not require) the 
disclosure of information from a student's education records to officials of other institutions at which the 
student seeks or intends to enroll or where the student is already enrolled, so long as the disclosure is 
related to the student’s enrollment or transfer [39]. To take advantage of this exception, the institution must 
either inform its students generally, in its annual FERPA notice, of its practice of doing so [40], or make a 
reasonable attempt to notify the individual student that it has done so [41]. In either case, upon request, the 
institution also must provide the student with a copy of the disclosed records and give the student an 
opportunity for a hearing to challenge the content of the disclosed records [42]. 

Question:  Can a college or university get information such as disciplinary or mental health 
records from a student’s high school records? 

Answer: Yes. Colleges and universities have several options for obtaining information from a student’s high 
school records. They can ask students to consent to the disclosure of those records. Consent by the student 
would permit the high school to disclose the information. In addition, the college or university may ask the 
high school to disclose the student’s records under an applicable FERPA exception, including the exception 
that expressly permits the disclosure of information from a student's education records to officials of other 
institutions at which the student seeks or intends to enroll or where the student is already enrolled, so long as 
the disclosure is related to the student’s enrollment or transfer. Again, the prior institution may, but is not 
required by FERPA to, disclose information. The requirements of this exception are discussed more fully in 
the preceding question. A prior institution may also rely on the current institution's determination that there is 
a health or safety emergency and may disclose relevant information to the current institution under that 
exception [43]. State law may provide additional options for access to these records. For example, under 
Virginia law (Virginia Code Annotated § 23-2.1:3), colleges and universities “…may require that any student 
accepted to and who has committed to attend, or is attending, such institution provide, to the extent 
available, from the originating school a complete student record, including any mental health records held by 
the school. These records shall be kept confidential as required by state and federal law…” Finally, in 
appropriate circumstances, high school records may be obtained by a subpoena or court order. 

The disclosure and protection of mental health records may also be subject to medical record privacy laws. 
The institution seeking these records should ensure that the records will be maintained with an appropriate 
level of confidentially once received to avoid misuse of the record or stigmatization of the student. Before 
considering a blanket requirement for the high school mental health and disciplinary records of all accepted 
or attending students, the college or university should be confident that it has adequate resources for the 
review of all of those records, and an appropriate protocol for responding to their contents and, as 
appropriate, permitting the affected students to respond. 

Question:  Is the disclosure of campus law enforcement unit records restricted by FERPA? 

Answer: No. Records that are created by the campus law enforcement unit (whether commissioned police 
or non-commissioned security) at least in part for a law enforcement purpose are not “education records” 
and, at least as far as FERPA is concerned, may be shared freely with anyone the institution, in its discretion, 
deems appropriate [44]. For example, FERPA would not prevent a campus law enforcement unit from 
disclosing to external law enforcement agencies an incident report concerning the unit’s response to a 
student’s threatening statements or behavior. However, any copies of that report that are shared with other 
campus offices would become subject to FERPA, though the original in the law enforcement unit would 



continue not to be [45]. Moreover, any student education records that other campus offices share with the 
campus law enforcement unit, as “school officials” with a “legitimate educational interest,” remain subject to 
FERPA even in the hands of that unit [46]. 

Question:  What if the institution receives a court order or subpoena requesting student records? 

Answer: The institution may disclose records in response to a judicial order or lawfully issued subpoena but 
generally must notify the student of the order or subpoena before complying [47]. An exception to this 
general rule is that a federal grand jury subpoena or other subpoena issued for a law enforcement purpose 
may instruct the institution not to notify the student [48]. 

Question:  May an employee disclose personal knowledge and impressions about a student, 
based on the employee’s personal interactions with the student? 

Answer: Yes. FERPA’s disclosure restrictions apply only to information derived from student education 
records, not to personal knowledge derived from direct, personal experience with a student [49]. For 
example, a faculty or staff member who personally observes a student engaging in erratic and threatening 
behavior is not prohibited by FERPA from disclosing that observation. (If at some point the employee 
describes the observation in a personally identifiable record, that record would be subject to FERPA 
protections. The employee would still be permitted to disclose the personal observation but would not be 
permitted to disclose the record of the observation unless one of the exceptions to FERPA applied or the 
student consented to the disclosure). Again, however, the employee generally should limit disclosure of such 
information to professionals trained to evaluate and manage it, as other privacy laws conceivably could apply 
and prohibit broader disclosures, depending upon the circumstances. 

Question: What other laws protect student privacy? 

Answer: Students may have additional privacy rights under state privacy and confidentiality laws and under 
federal laws. The Department of Health and Human Services and the Department of Education have issued 
joint guidance on the application of FERPA and the Health Insurance Portability and Accountability Act 
(“HIPAA”) [50] to student health records. This joint guidance confirms that the HIPAA privacy rule expressly 
excludes student health records maintained by colleges and universities [51]. Moreover, certain 
professionals on campus, such as medical and mental health care providers, may be bound by professional 
obligations of confidentiality that require a higher burden to be met (such as a significant threat of serious 
and imminent harm to a specifically foreseeable victim) before disclosure of information in their possession 
may be made. Even when this is the case, however, other personnel on campus (such as a faculty member, 
dean of students, or residential life employee) may disclose information about a student under the lower 
FERPA health and safety emergency standard if the circumstances warrant. 

Question: What happens if I violate FERPA? 

Answer: If an institution regularly violates FERPA, it runs the risk of losing its education-related federal 
funding. While thus far, the Family Policy Compliance Office (FPCO) has not revoked any institution’s 
funding, it works with these institutions to get them to comply with the statute voluntarily. 

FERPA does not give individuals the right to sue non-compliant institutions. But sometimes the unauthorized 



disclosure of private information violates other laws, such as state medical confidentiality or privacy laws, 
which allow individuals to sue. Faculty and employees should consult campus counsel with questions about 
disclosing information in student records. 

In the event of an emergency or serious concern about either campus safety or an individual’s welfare, 
FERPA permits campus personnel to consult appropriate persons, including parents, if the information 
conveyed is necessary to protect the health or safety of the student or others. Any ambiguity about FERPA 
should be resolved in favor of disclosure, limited as necessary, to protect the safety of individuals. 

Question:  What should a faculty member or other college or university employee do if he or she 
is concerned about a student? 

Answer: If the concern is that a student may engage in violent behavior, toward self or others, and the 
threat appears to be imminent, the employee should contact the campus police or security office 
immediately. If the concern is of a less urgent nature, or the employee is not quite sure what to make of a 
student's comments or conduct, the employee should consult with professionals on campus or associated 
with the institution, such as the Dean of Students, a campus counseling center, or law enforcement, who may 
be able to assess the potential threat, identify resources for the student, and provide information that could 
assist in deciding on an appropriate course of action. In consultation with appropriate campus resources, a 
collective decision may then be made to contact a family member, an appropriate off-campus resource, or 
others. 

FERPA would not present an obstacle to any of these disclosures. The worst response is to ignore troubling 
or threatening behavior. School officials should trust their instincts when a student appears to be in trouble 
and should consult with others on campus. 

CONCLUSION: 
FERPA is not a serious impediment to the sharing of student information among campus officials or 
appropriate third parties when there is a legitimate concern relating to campus safety. Institutions may wish 
to review certain aspects of their current FERPA policies (such as what they include within the scope of 
“directory information,” who they include as “school officials,” and what they consider “legitimate educational 
interests”) in order to gain maximum flexibility and discretion for information sharing. As important as 
maintaining current policies is the need to educate those on campus about the true limits and applications of 
FERPA. Finally, in the case of an emergency or serious threat to personal safety, any ambiguity about 
FERPA can – and should – be resolved in favor of protecting the safety of individuals. 
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